Cryptography —summary
e Proof of H(X; Y ) = H(X) + H(Y | X) = H(Y ) + H(X]|Y ) (chainrule).

HY|X)= ), p(w,y)log( pla) )

zeX Yy p(z,y)

= Z p(z,y) log(p(z,y)) + Z p(z,y) log(p(x))

zEX, Yy zeX,yey
= H(X,Y)+ ) _ p(z)log(p(z))
z€X
=H(X,Y) - H(X).
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o DES: After the final round, the halves are swapped; this is a feature of the Feistel structure
which makes encryption and decryption similar processes
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e DES:Stransform 48bit —32bit. 7l /& 8*6 ™ bit, )\ 8 4~ S—box E OO R AR — A sk,
A s-box 5 276 ik /E 64 1 entries, 6bit B, ZH—FIEJEH bit KekiT,
T 4bit $kF1, HRFE A 2 BERECRE .
e S-Box His& LI s transform: the only nonlinear element in the algorithm and provide
confusion.
e AES: asingle round
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Byte Substitution
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Key Addition 9P, k

e The subbytes is the only non-linear in AES, it is bijective(flT LLR] LA look up table), but it
does not have any fixed points

e 1 AES [ key generation H7, i# i 72 £ B4~ word F, rotates its four input bytes, perform
s-box substitution, add a round coefficient RC to the 1% byte, it add nonlinearity to the key
and removes symmetry in AES as well.

e AES: subbytes HLIH &SGR INE FCI ) inverse, Z JGH affine, JGTHIIXAS affine
transformation J2 [l & /), 5t FH X AN FEATIZ AN 28



A% LR A7 (x)-A(x) = 1 mod P(x)
TR AT LU B 2 BT
(a7 4 x5 +x)- (.\5 +x0 4% x4 [)=1 mod P(x).

For AES, the irreducible polynomial:

Pix)=x*+x* + 3 fx+1
a =r mod m, mis called the modulus and r is called the remainder
9 equivalence classes for modulus 9, e.g.
{...,-26,-17,-8,1,10,19,28, ...}
So, remainders are not unique.
We always choose those in 0~ n-1
Integer ring:
The integer ring Zm consists of:
1. ThesetZzZm={0,1,2,...,m-1}
2. Two operations “+” and “x” for all a,b € Zm such that:
atb=cmod m, (c € Zm)
axb=dmod m, (d € Zm)
FLSZRt AR IR, FAR 0, wd ), sRBUNR 12 H1%E
Properties of above ring:
1. Communitive and distributive laws hold
2. Additive inverse exists for every element
3. Multiplicative inverse exists only for some of element: if exists inverse, then b/a =
b-a?!modm.
4. So we can add, subtract, multiply and [some time] divide.
An elementa € Zm has a multiplicative inverse a ! if and only if gcd(a,m) = 1
gcd(0,n) =n
T Z*m P HINEL, WA phi-function

Theorem 6.3.1 Let m have the following canonical factorization
e .
m=pit-pS-..pin,

where the p; are distinct prime mumbers and e; are positive integers,
then

n
o(m) =] —pi )
i=1

Ifa 2Dk J7 modn & 1, H4 a i modn BT, A4 an HR

13*13 mod 17 =-4*-4 mod 17 = 16

#£ a mod b ] multiplicative inverse, 4t/ extended Euclidean algorithm % gcd(a,b)
Extended Euclidean algorithm: /27 LR E — ANtk 0, 1 843 ged), PN
LR

Math:

Group: a group is an algebraic structure consisting of a set of elements equipped with an
operation that combines any two elements to form a third element and that satisfies four



conditions called the group axioms, namely closure, associativity, identity and invertibility.
Group is commutative i.e. abelian.

A Group is set with one operation and the corresponding inverse operation. If the
operation is called addition, the inverse operation is subtraction; if the operation is
multiplication, the inverse operation is division

Field /251> group mix Ji—/N 4o i

finite fields i.e. Galois fields. The number of elements in the field is called the order or
cardinality of the field.

A field with order m only exists if m is a prime power, i.e., m = p", for some positive integer
n and prime integer p. p is called the characteristic of the finite field

Zp={0,1,2,...,p-1}

Galois field with elements number not a prime, U1 248 Ft A2 prime, NS EF & X
RSt de, Wi ERULAL A 24 1E polynomial, #RJEHE—A x EE#A S mod 2(K NTE
F2m b, HSEE RGBT BL), 2 J5 45 R PR LA P

Multiplicative inverse for 0 does not exists, AES s-box map 0 to 0.

P(x) = x3+x*+x3+x+1

Al LA R %8 =x*03+x+1 mod P(x), X7 AR B SR, A5 mod 475

A square matrix is singular(not invertible) if and only if its determinant is 0

Determinant:

a b ¢
|[Al=|d e f —alf Jf—b‘d J,c+c’d €
g h i h 1 g g h

= aei + bfg + cdh — ceg — bdi — afh.

Matrix inverse:

b EIEIK

Mod 26
51=21

2/5 —1/5] . 2 —1].
[_9/5 7/5] is equal to [_9 7] 21

Mod 26 FAHRE A [, 75 2 det(A) [ 7A7E, a2 ged(n,det(A))=1
Al=adjA/det A

1. A C IR (-1)% - det(E 55 i 4755 | 51)

2. adjA & CT
index of coincidence: /& AH [ BEA 2 /b Xt/ B A AT BE i C(n,2)

conditional entropy:



H(X|Y)= —ZP ZP(X—IJY—yjjlogP( = z;|Y = y,)

i=1

= —ZP =2, Y = y;)log P(X = zi|Y =y;),
I TR B trick:
€ log m ZEHE %, BE IO A ZERE L OV In, RJEH Inx<x-1
Show H(X | Y)— H(X) < 0 which is equivalent to the claim.

H(X|Y)— H(X) ==} pijlog(pi;) + >_ pilog(p:) >
i,j i

E— Zp.i,j log (%) + Z pr""f log(p;)
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= (loge) Z pijln (pf' pj)

f_.j:pi‘j>0 pfrj

In(z)<zr—1 D; P
< (loge) Z Pij (p i _ 1)

i,7:p;,5>>0 pTJ

= (loge) Z (pi Pj —Pz:._j) =0
f_.j:pi‘j>0

Conditional entropy chain rule:

H(X1,X2,X3) = H(X3|X2,X1)+H(X2 | X1)+H(X1)

DES WSS R —#F, FEAREHEH k —F. HAEUR AT RE.
https://crypto.stackexchange.com/questions/5492/brute-force-attack-on-des-property-
of-des

AES X - 128 K#it, 4 10round, % 1lkey, kO st/e: key ASKMFET

0.K0 4 bytewise 7+ 8%

1-9. 1IE % W U4 2& round, subbytes( il #& FL 3% inverse, %R J5 affine), shiftrows,
mixcolumns( /1213~ %), addroudnkey

10.5% )5 1round, =, subbytes, shiftrows, addroundkey

primitive element FANX T IR ZFTA 2*n BIHES)
https://en.wikipedia.org/wiki/Primitive root modulo n

Theorem 7.2. Let n € N.
a) There exists a primitive element modulo n if and only if
n e {2,4,p%,2p" | p > 3 prime, k € N}.

b) If there exists a primitive element modulo n, then there exist p(p(n)) many.

Proof. Exercise.


https://en.wikipedia.org/wiki/Primitive_root_modulo_n

P prime and p = 4k-1, then ¢ )V /7R /& +c* mod p

Proposition 9.2. ((Buler’s eriterion) Let p > 2 be prime. c € Z,, is a quadratic residue

mod p if and only if AT =1 (mod p).

H(M|K,C)=0, H(C|M,K) =0

H(K,C) =H(M,K,C); H(K,C) = H(M,K)

If A,B stochastically independent, H(A,B) = H(A)+H(B) and H(A|B) = H(A)
Perfect secrecy : H(M|C)=H(M) is equal to M, C stochastically independent
If perfect secrecy, then |M+| << |C+| < | K+|

DES: 64 bit block; 56 bit main key—48 bit key used

SBB on Ri: expansion, xor with key, s-box, permutation, xor with Li
Electronic Codebook Mode: B %

Cipher-Block Chaining Mode: B SCFIFT — /™% 3 7 55 FR N

Output Feedback Mode: ¥/l key stream, &/ key ;& MZ AT — key, BHSCAHI key 5
£

Cipher Feedback Mode: T~ key NN HI— N2 3C, B SO key SFER
Counter Mode: key H3 1, % key /& A1 3CF8L



